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1. SETTING THE CONTEXT

Without a doubt, digital identity is a complex subject that needs to be popularized. Digital iden-
tity, its legal frameworks, and its management systems raise questions. The purpose of this
guide is to provide answers to questions about the many aspects surrounding digital identity in
Canada. Executives and boards of directors are responsible for the digital identity of their cus-
tomers, employees, and suppliers. The digital identity ecosystem is framed by several laws and
regulations and is part of the larger reality of cyber security. In other words, the challenges are
great for private sector organizations!

This Guide begins, in section 2, outlining what digital identity is and the multiple approaches that
drives it. Section 3 indicates how and why digital identity impacts your organization. Then, in
section 4 the Guide outlines why protecting digital identity has become an important factor in an
organization's success in Canada. This section describes how to manage the digital identity eco-
system for a private sector organization in Canada. The final section of the Guide examines the
benefits and opportunities that good digital identity management can bring to an organization.

1.1. A SHORT STORY

The development of the Internet and the advent of the information society in the early 2000's
brought many opportunities, but also many challenges. Among these, the need for organiza-
tions to be able to identify and authenticate online with confidence the entities with which they
conduct transactions. It is with the objective of responding to this imperative that the concept of
digital identity was developed (which we define in section 2.1 of the document). Digital identity is
becoming increasingly important in our society, as proved by the Quebec government's announ-
cement in 2019 of the creation and implementation of the Service québécois d'identité numé-
rique (SQIN) aimed at providing each member of the Quebec population with a digital identity.
The pandemic has highlighted society's need for a strong digital identity since in-person services
were no longer available. While digital identity has an important technical component, it goes
much further by also involving legal, social, management, and governance elements.

1.2. WHO IS THIS DOCUMENT FOR?

This document is intended to inform the owners and management team of every organization
in Canada about all aspects of the digital identity framework for individuals. It is written in plain
and neutral language. It is written in a question-and-answer format for easy reference. It is sug-
gested that you read the sections that really interest you, at least the sections 2.3, 3.1, 3.3, 3.4,
41,4.2,4.3,5.2,5.3,5.4,6.1,and 7.
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Although the authors have taken great care to provide reliable and up-to-date information as
of 12 April 2022 the issues and rules applicable to digital identity are rapidly evolving. This docu-
ment does not constitute legal advice and should not be used as a substitute for a personalized
analysis of the business process being considered by a professional. The reader is invited to re-
main vigilant since the applicable legal framework, particularly with respect to the protection of
personal information, may differ from one jurisdiction to another, and depending on the type of
organization.

1.3. WHY TALK ABOUT IT NOW?

Information technology (IT) is omnipresent in organizations of all sizes and business areas. They
allow a large quantity of information to be acquired, stored, processed, and transmitted in a
very short period. Among the information processed by an organization, there is personal data
that identifies the people with whom it deals. This data (see section 2.3) can be sensitive perso-
nal information. As a responsible organization, it is imperative to protect it adequately, or risk
losing one's reputation and becoming a victim of legal action.

The current context is more than favorable to take an interest in digital identity. On the one
hand, several laws that aim to encourage organizations to adopt responsible behaviors in ma-
naging sensitive data have recently been passed in Canada. This data includes personal infor-
mation, such as the digital identities of each citizen. Moreover, digital identity management is
at the heart of the digital transformation many governments undertake around the world. This
new approach affects all citizens, but also all organizations that do business with governments,
their employees, and their partners. It is therefore a whole ecosystem that is being put in place,
and to which Canadian organizations are or will be exposed in the very short term.

Finally, it goes without saying that data cybersecurity is front and center in the news and on the
minds of citizens and organizations. While cybersecurity goes far beyond protecting dataq, it is
still increasingly targeted for attack and is the basis of a very lucrative business model. While a
few years ago data theft was primarily targeted at personal information, a new trend is emer-
ging where the theft of personal information is also accompanied by the theft of coveted bu-
siness data. Digital identities must therefore be managed securely by Canadian organizations.

GUIDE D’'ENCADREMENT SECURITAIRE DE L'IDENTITE NUMERIQUE
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2. DIGITALIDENTITY

21. WHAT IS DIGITAL IDENTITY?

Digital identity is the set of identification data of a natural or legal person and consisting of
digital identifiers that allow to represent him univocally. This definition is inspired by Article 2 of
Law No. 1.483 of December 17, 2019, on the digital identity of the Principality of Monaco (see p.
3870, Journal de Monaco of Dec. 27, 2019). However, there is no consensus, either in research or
legally, as to the exact nature of digital identity.

2.2. IS ACONSENSUS ON THE DEFINITION OF DIGITAL
IDENTITY POSSIBLE?

The definition of digital identity can vary by discipline and even within the same discipline.

However, Recommendation ITU-T X.1252 reflects the need to converge on a relative consensus
in the identity management field, at least at the terminological level. By providing nearly 99
definitions for digital identity concepts, the latest version of the Recommendation, dated April
2021, aims to clear up confusion.

Digital identity is presented as the product of attributes, a bit like the real world which relies on
the physical or social characteristics of a person to distinguish him. However, we take the oppor-
tunity to clarify that digital identity management does not only consist of singling out physical or
moral persons, but it also extends to inanimate objects which, in addition to a device, a software
application or a service, can turn out to be, in the context of telecommunications, an access
point, a subscriber, network elements and many other things. For this reason, the use of digital
identity makes it possible to demonstrate that an entity - this is the generic term used - has a
"separate and distinct" existence allowing it fo be "identified in a [given] context".

Several concepts from ISO/IEC 24760-1: 2019 IT security and privacy - Framework for identity
management - Part 1: Terminology and concepts have been adopted in ITU-T Recommendation
X.1252. This applies to that of identification, which is intended to be the "process of recognizing
an entity in a particular domain, as opposed to other entities". In both cases, it is agreed that it
is possible for an entity to have more than one identity, just as it is possible for several entities to
share the same identity under certain circumstances?. This will always depend on the context.

1 The International Telecommunication Union (ITU) is part of the United Nations and contributes to the development of
standards (also known as "Recommendations") to ensure the development and proper functioning of information and
communication technologies.

2 ISO/IEC 24760-1, art. 3.1.2 s.v. "identity". See notes 1and 2.

3 ITU-T Recommendation X.1252 uses the term "context" while ISO 24760-1 prefers the term "domain”.

GUIDE D’'ENCADREMENT SECURITAIRE DE L'IDENTITE NUMERIQUE
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2.3. WHAT MAKES THEM UP?

Digital identities are composed of different types of information that can reveal a characteristic
of the person concerned. The first category concerns a person's own identity, including his or her
profile on the Web, while the second category concerns transactional identity. A third category
involves information that can be retrieved or inferred from a basic identity and added to that
digital identity.

Basically, digital identities include information that is directly associated with a person. Exa-
mples include personal information such as a person's name, address, telephone number, date
of birth, unique government-issued identifiers such as a social security number or health insu-
rance number, but also biometric identifiers. Some of this personally identifiable information
may be unique to an organization, such as a file number. In the case of a digital identity using a
fictitious name used on the Web, for example, the digital identity will then take the form of the
pseudonym and the characteristics that would have been provided at the time of registration
(such as preferences or interests). This data is relatively stable over time.

Second, digital identities aggregate information about the interactions a subject has had in a
digital context. For an organization, for example, the digital identities of customers will include
purchase histories, web browsing histories, while the digital identities of employees will include
salary data or performance evaluations for example. In a medical field, one will think of medical
history, in a bank one will think of banking transactions, in aninsurance company one will think of
data used to evaluate the eligibility of people, premiums, claims, etc. On social networks, there
will be comments, photos, mentions (likes, I'm here, etc.) that make it possible to track a person's
activity. So, this data varies greatly from one organization to another, and it is impossible to
make a list that would be complete. This data is much more dynamic than the data in the first
group and is constantly changing.

Finally, the third type of information that makes up digital identities concerns the data that can
be inferred from the analysis of a profile, that is associated with this profile and that is used in
subsequent interactions. For example, secondary information that can be retrieved and asso-
ciated with a digital identity is part of the intel that is added to the digital identity. Another exa-
mple comes from profile analysis activities (often of a customer) that would allow, for instance,
to associate a particular status (classify a customer in a Gold or Platinum category for example)
or to assign a propensity rating to react positively to a particular offer. This data is the result of
advanced analytics and analytics techniques that are increasingly used in organizations. This
secondary use of data often leads to the creation of new information that is added to existing
digital identities. This data can be dynamic depending on the frequency of analysis that is per-
formed by organizations and the updating of digital identities.

GUIDE D’'ENCADREMENT SECURITAIRE DE L'IDENTITE NUMERIQUE
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2.4, WHAT IS THE PURPOSE OF DIGITAL IDENTITY?

Digital identity enables trust to be established between two parties. It is at the heart of identity
management, which is based on 4 fundamental steps: identification, authentication, authoriza-
tion, and logging. This guide focuses on the identification stage.

Identification associates a set of attributes to a person to distinguish him univocally. A unique
identifier is an attribute that ensures this distinction. It will be necessary to verify that the attri-
butes are authentic. Authentication consists in asking the subject to provide one or more proofs
corroborating the claimed identity. There are four usual proofs: what he knows - such as his
date of birth, what he owns - such as a driver's license, what he is - such as a physical feature
and where he is - such as an IP address. Authorization provides access corresponding to the
subject's level of empowerment, in a discretionary way, based on his role or by a combination
of attributes. Finally, logging enables the tracing of subject actions to identify threats to identity
and access management. Logging allows to detect, investigate, or prove certain actions based
on the subject's identity.

In simple terms, digital identity is at the heart of the process that identifies a person and authen-
ticates them as who they say they are. It allows to authorize a person's access to a computer sys-
tem within the limits of what they are authorized to do (their access rights) and keeps a record of
all their actions that it associates with their identity.

Let'sillustrate this with an example. Let's imagine a customer who wants to interact with a finan-
cial institution. The bank will first want to make sure that the customer, let's call him Marc Tardif,
is who he claims to be. It will therefore ask him to provide information that is associated with his
person, in our scenario his login. They will then authenticate him with information known only to
him, such as his password. If the information received corresponds to the information known by
the bank, they will conclude that it is indeed Marc Tardif who made the request. They will give
him access to his account and authorize him to perform certain actions related to his identity, for
instance by giving him access only to bank accounts for which he is authorized, accept only the
transactions he is entitled to make, and let him consult only the information that concerns him.
Finally, the bank will keep track of everything Mark does as a transaction in the computer system
and link these actions to his identity.

GUIDE D’'ENCADREMENT SECURITAIRE DE L'IDENTITE NUMERIQUE
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2.5. HOW CAN | RECOGNIZE DIGITAL IDENTITIES?

Any information held about a physical person that can be used to identify them makes up the
digital identity. This information may be confidential. This confidential information may or may
not contain personal information. The digital identities of individuals may be held by your or-
ganization. If not, a third party organization will hold information about the individual's identity
and may share some or all of it with you. Once you have received this information, you become
a holding organization. However, the third party organization is only responsible for disclosing
this information to you if it has received consent from the individual.

THE PERSONAL INFORMATION THAT MAKES UP A DIGITAL IDENTITY IS PARTICULARLY
SENSITIVE. IT INCLUDES

e First and last names;
e Addresses, such as the home address and IP address of a device*;
e Physical attributes, such as weight and height;

e |dentification codes, such as passwords, client number, social insurance number,
passport number and driver's license number;

e Beliefs, such as religion;

e Dates related to a person, such as date of birth, date of graduation;

e Descriptions of property owned by the person, such as a car;

e Biometric information, such as the topology of the face or the shapes of a fingerprint;
e Physical or mental health information;

e Socio-demographic information, such as age, marital status, gender identification
and languages spoken;

e Locationdata;
e Phone numbers;
e Statuses granted to the person, such as an elite level and a line of credit;

e Transactions made by an individual, such as purchases, requests, and sales.

4 Office of the Privacy Commissioner of Canada, What an IP Address Can Tell About You - Report prepared by the Technology
Analysis Branch - May 2013

< https://www.priv.gc.ca/fr/mesures-et-decisions-prises-par-le-commissariat/recherche/consulter-les-travaux-de-
recherche-sur-la-protection-de-la-vie-privee/2013/ip_201305/ >: The Office of the Privacy Commissioner of Canada has
concluded that the IP address may be personal information particularly when considered in relation to other online activities
performed by a user.

GUIDE D’ENCADREMENT SECURITAIRE DE L'IDENTITE NUMERIQUE
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2.6. WHAT IS ADIGITAL CREDENTIAL?

Credentials are used as evidence to establish "some or all of the attributes of an identity" in a
specific context. Both ISO 29115:2013 - Information technology - Security techniques - Entity au-
thentication assurance framework and ITU-T Recommendation X.1252 agree on the definition
and role of credentials in digital identity.

The credential fulfills two functions that may or may not coexist depending on the objectives put
forward by the person who decides to include a digital identity approach in their business model.
On the one hand, there is the trust-generating credential whose purpose is to confirm the attri-
butes declared by an entity. On the other hand, there is the credential used to demonstrate the
ability to exercise a right, without the obligation that the real identity of the entity be disclosed.
Recommendation ITU-T X.1252 gives as an example of this second type of credential the case
of a ticket for a sports or musical event. The ticket makes it possible to be present at the venue
without the need to attach any other information about the entity. In both scenarios, the idea of
digital identification is present.

In developing a digital identity, a thorough analysis of the relationships and dependencies
between the entity, identity, and attributes is intended to reconcile the legal principle of minimi-
zing the collection of personal information (where applicable) and the need for caution from a
cybersecurity perspective.

3. DIGITAL IDENTITY AND MY ORGANIZATION

3.1. DOES MY ORGANIZATION ABSOLUTELY HAVE TO MANAGE
DIGITAL IDENTITIES?

Your organization does not have to manage digital identities itself. It can outsource the mana-
gement, for example, to a subcontractor based on a service contract. However, your organiza-
tion is still responsible for protecting the personal information it holds, including the information
supporting the digital identity. This should lead it to ensure that its internal practices and those
of the service provider, if any, are aligned with good privacy practices (see sections 5.7 and 5.8).

GUIDE D’'ENCADREMENT SECURITAIRE DE L'IDENTITE NUMERIQUE
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Since no organization isimmune to damage under its control, it is important to ensure that your
digital identity management practices can reliably identify the individual involved. Moreover,
your organization's commitment to these good digital identity management practices should be
known to your customers?®.

3.2. WHY SHOULD | CARE IN MY ORGANIZATION?

Digital identities are an important asset for organizations. The personal information that makes
it up must be adequately protected. Poor management of digital identities can have various
consequences, some of which are legal, some of which are reputational, while they can also hin-
der your organization's competitiveness. These consequences can last long enough to create
irreparable damage that puts your organization at risk.

Aninformed manager will probably think of scandals related to data theft that have occurredin
recent years, such as the data leak reported by Capital One (106 million people in North Ameri-
caq, including 6 million in Canada) and Desjardins (8 million people). These events, which received
a great deal of media coverage, had a significant effect on raising public awareness. These data
leaks or thefts caused strong reactions from those affected. Some customers and partners im-
mediately left these organizations, they flooded it with calls to get answers to their questions,
and in the end, they will receive substantial compensation. In all cases, the consequences are
significant, costly, and difficult to reverse. Sometimes these data thefts are the result of a cy-
ber attack from an external attacker, and more often they are committed by employees of an
organization whether intentionally or not. In the case of employee-committed incidents, they
are mostly the result of poor data governance practices that, if implemented and followed rigo-
rously, could often have reduced some of the consequences or even prevented the event from
occurring.

5 The Office of the Privacy Commissioner of Canada's Interpretation Bulletin on the Form of Consent (March 2014) is
currently being revised: https://www.priv.gc.ca/fr/sujets-lies-a-la-protection-de-la-vie-privee/lois-sur-la-protection-
des-renseignements-personnels-au-canada/la-loi-sur-la-protection-des-renseignements-personnels-et-les-documents-
electroniques-lprpde/aide-sur-la-facon-de-se-conformer-a-la-lprpde/bulletins-sur-I-interpretation-de-la-
lprpde/interpretations_07_consent/
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That said, despite the visibility given to these data leaks and the significance of the consequences
for organizations, a much more common and persistent impact of poor digital identity mana-
gement is reflected in the day-to-day business practices of organizations. For example, having
multiple customer relationship management (CRM) systems can lead to different ways of re-
presenting customers, including the unique identifier (see section 2.1). This can lead to problems
with customer service quality, business process efficiency, and reduces an organization's value
proposition. These effects, which are persistent rather than episodic, diminish the competitive-
ness of organizations, whether through continued customer attrition, difficulty recruiting quality
labor, or increased operating costs. Ultimately, all of this reflects on the financial health of the
organization and puts its sustainability at risk.

In short, digital identity management is essential to ensure the competitiveness of organizations.

3.3. WHO IN MY ORGANIZATION SHOULD DO THIS?

A person's digital identity includes personal information, which is information about an identi-
fied or identifiable individual. From this point of view, the executive of your organization is res-
ponsible for it and can designate a person responsible for the protection of personal informa-
tion. This person will have the following responsibilities, among others:

e Development of company policies in this area;

e Inform and educate staff on best practices;

e Inform external stakeholders of policies and practices;

e Ensure legal and regulatory compliance;

e Inform your organization, especially when data changes legal jurisdiction;

e Notify authorities of any privacy incidents;

e Create, implement, monitor and audit the follow-up of policies and procedures;
e Ensure the completion of a Privacy Impact Assessment (PIA) where appropriate;

e Establish and maintain records relating to the collection, processing, disclosure
and destruction of data;

e Receive and process complaints from affected individuals;

e Be the point of contact for your organization at the individual and authority level.

GUIDE D’'ENCADREMENT SECURITAIRE DE L'IDENTITE NUMERIQUE
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THE PrivAcY OFFICER IS NOT REQUIRED TO HAVE ANY SPECIFIC TECHNICAL SKILLS,
OTHER THAN TO:

e Be familiar with privacy laws, regulations and industry standards;
e Pay attention to details;

e Beirreproachable in terms of personal information management;
e Exercise sound judgment in relation to confidentiality risks;

e Provide leadership for change;

e Know how to communicate in clear and concise language;

e Ability to work in a team, especially with legal or technological experts.

An important point to note is that this person reports, according to good practice, to the board
of directors or administration of the organization. This ensures that the person has the authority
and independence to carry out his or her mission. Your chief information officer must work with
various stakeholders in your organization to protect digital identity data. First, recognize the
role of the person or persons responsible for information technology in ensuring the proper and
secure operation of the systems storing business data, including digital identity data, and the
overall technology architecture ensuring the interaction between these systems. The systems
management function integrates both locally operated and cloud-hosted systems. The role of
data stewards will also be recognized as being responsible for the sound management of bu-
siness data, including digital identity data. The role of the data steward includes managing the
quality and security of data, as well as ensuring that all individuals in an organization understand
and use sound data management practices. This multi-stakeholder coordination can be forma-
lized through formalized business data governance structures and practices.

GUIDE D’'ENCADREMENT SECURITAIRE DE L'IDENTITE NUMERIQUE
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3.4. WHERE SHOULD | LOOK FOR SUCH DATA?

Organizations manage a large volume of digital and paper data, including data specific to digi-
tal identity, across its operations. This data may reside in different computer or archival systems
within an organization, or even appear in multiple copies in several of these systems.

It is unrealistic to expect to produce an exhaustive list of all the technologies or practices that
can be used to store digital identity data. However, the MIKE2.0 Information Management
Framework® provides a framework for researching and identifying potential sources of such
data. For example, the MIKE2.0 framework recognizes five categories of systems that can exist
in either digital or physical form:

e Information access, retrieval, and delivery systems, including communication tools such
as email, mobile applications or enterprise portals;

e Business content management systems, including collaborative suites, disk or cloud
storage, enterprise ERP (enterprise resource planning) and CRM (customer relationship
management) systems, or web content managers;

e Information asset management systems, including access control and monitoring tools
or workflow systems;

e Enterprise data management systems, including data marts and warehouses or master
data management systems;

e Business intelligence systems, including performance management systems and tools
supporting analysis, analytics, and artificial intelligence.

When searching for and identifying digital identity data, vigilance is required. Indeed, depen-
ding on the practices in effect in an organization, data can end up, by negligence, by mistake
or by choice, outside of the official and listed systems. This is the case if data is found in em-
ployees' personal emails or on free storage media in the cloud.

Finally, it is important to note that digital identity data can be fragmented and scattered. This
creates an increased level of complexity when searching and identifying. Individually, some data
may go unnoticed, while combined they may reveal the identity of a natural person.

This means educating and training staff on the appropriate practices and systems for managing
this data and ensuring its proper use.

6 http://mike2.openmethodology.org/
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3.5. WHEN SHOULD I DO SOMETHING WITH THIS DATA?

Vigilance is required to take full responsibility for your organization. There are six main situa-
tions in which to respond: (1) when identity data is acquired or collected unnecessarily, (2) when
identity data is collected without the individual's knowledge, (3) when identity data is retained
without direction, (4) when identity data is lost or stolen, (5) when identity data is shared with a
third party without legal obligation or consent of the individuals involved, (6) when the location

of identity data changes.

THESE ARE DESCRIBED IN THE FOLLOWING TABLE:

CASE EFFECT

POTENTIAL CAUSES

SOLUTION(S)

'I No need

® Poor governance

Destroy the collected data

Educate staff on legal requirements regarding
personal information collection and digital identity

Establish and implement internal policies and
practices to address legal requirements regarding
the collection of personal information

2 Lack of

transparency

e lllegal act

® Error or omission

Establish and implement policies and practices
consistent with laws and regulations to govern
personal information

Make policies available on the organization's website

Create a policy regarding the collection and mana-
gement of personal information and digital identity

Investigate when there is reasonable doubt

3 No retention
schedule

e No data lifecycle
management

Implement the management (policies, mapping,
etc.) of digital identity data with respect to legal
and regulatory requirements
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SOLUTION(S)

Privacy incident,
including data leakage

e Inadequate data
protection (technolo-
gy and governance)

INCIDENT MANAGEMENT

Promptly notify the organization's Privacy
Officer and report the leak to the appropriate
authorities

Actively manage the crisis (media, technology)

Seek assistance from a specialized cybersecurity
firm to manage the active incident

POST-CRISIS CORRECTIVE MEASURES

Establish and implement a crisis management
policy by taking reasonable steps to reduce the
risk of harm

Seek assistance from a specialized cybersecurity
firm to conduct an audit of the incident, identify
the root cause of the leak, and implement correc-
tive and preventive measures

Improve your organization's security posture,
including staff awareness of legal requirements
regarding personal information, digital identity,
and information security

Maintain a confidentiality incident log

lllegal sharing

e Poor governance

e Lack of legal
expertise

Stop sharing and require your third party
organization to destroy the information received

Consult a legal firm before sharing data with a third
party organization

Prohibit individuals in your organization from
sharing the identity of individuals without the explicit
authorization of the Privacy Officer

Ask for explicit consent before sharing digital
identities

Storage
outside the
jurisdiction

e Not managing
contracts with IT
service providers

Check the storage jurisdiction of the targeted provi-
der or a new cloud platform

Check the privacy policies and terms of use of the
intended provider or any new cloud platform

Avoid "free" platforms

Use legitimate contractual terms for all contracts,
including contract termination clauses that ensure
secure and appropriate management of digital
identities
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It should be noted that the "necessity" test is the one that guides the scope of acquisition or col-
lection of personal information. It implies that an assessment of the context must be made to
determine whether the information is needed. What is necessary is assessed more strictly than
what is useful or practical, especially when it is possible to rely on the collection of other, gene-
rally less sensitive, information that may serve the same purpose of establishing identity.

4. DIGITALIDENTITY PROTECTION IN CANADA

4.1. DOES THE PRESENCE OF DIGITAL IDENTITIES IN MY
ORGANIZATION HAVE AN IMPACT ON MY BUSINESS
PRACTICES?

If an organization wants to use digital identification solutions, it must clarify its intentions and
especially its obligations. It is sometimes undesirable to automatically link certain actions and
transactions to a person’. To avoid this, it is possible to use anonymity or a non-significant iden-
tifier.

The scope of the collection of information that may constitute personal information will vary
depending on the need to establish a strong link with an individual. In addition, the association
between a unique identifier and an individual may be required. For example, if one wants to
avoid granting a privilege twice to the same person, such as an electronic vote.

Your organization may be subject to stricter requirements to deal with identity theft, including
money laundering and terrorist financing. For example, Part 3 of the Proceeds of Crime (Money
Laundering) and Terrorist Financing Regulations & sets out how an individual's identity can be
verified. To the extent that federal, provincial, and foreign governments issue little or no digi-
tal identity documents, the person required to meet the verification requirements is placed in a
position where he or she must bridge the physical and virtual worlds. As a result, the Financial
Transactions and Reports Analysis Centre of Canada (FINTRAC) Guideline on Methods to Verify
the Identity of Individuals and Entities® provides some alternatives such as:

7 Paul A. Grassi et als, National Institute of Standards and Technology Special Publication 800-63-3A, Enrollment and Identity
Proofing (2017), 2, < https://doi.org/10.6028/NIST.SP.800-63a>.

8 SOR/2002-184.

9 Government of Canada, Methods of Verifying the Identity of Individuals and Entities (fintrac-canafe.gc.ca), November 2021.
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e Participate in a live video chat with the individual to compare the name and features of the
video images with the name and photo on the government-issued identification document;
or

e Have the individual take a self-portrait, then using a facial recognition application,
compare the features of the self-portrait to the photo on the verified government-issued
identification document and compare the name provided with the name on the
identification document.

Therefore, your organization should always ensure that policies and procedures are in place to
verify the authenticity of an identity document.

4.2. DOES MY ORGANIZATION HAVE ANY LEGAL OBLIGATIONS
TOWARDS THE MANAGEMENT, INCLUDING PROTECTION,
OF DIGITAL IDENTITIES?

Collecting, holding, managing, using, or otherwise utilizing information including a natural per-
son's digital identity creates legal obligations for your organization.

The indicative obligations listed below are inspired by the best legal practices, particularly in
Canada, for a secure digital identity framework. Observing these best practices allows SMEs to
comply with the Canadian legal framework in this area.

Designate a person responsible for protecting or securing the digital identity within your orga-
nization (see section 3.3).

Establish an inventory of digital identity data held by your organization to facilitate governance
and management (see sections 3.5 and 4.4) and then determine whether each system involved
provides the level of privacy and protection that is required.

Implement policies and procedures consistent with legal requirements supporting the gover-
nance and management of digital identity data. We can note:

e Policies establishing principles for the collection, management, disclosure or other use of
digital identity data;

e Policies for receiving and processing complaints and claims from citizens wishing to
exercise their rights;

e Data security policies;

e Policies for reporting and managing privacy incidents;
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e Specific policies on the use of biometric systems applied to digital identity, the use of digital
identity information for research and artificial intelligence, etc.;

e Default protection policies for all systems in your organization;

e Privacy Impact Assessment (PIA) policies prior to any project involving digital identity data.
Define the criteria that trigger the requirement to conduct a PIA.

4.3. WHAT PRINCIPLES MUST MY ORGANIZATION FOLLOW
TO BE COMPLIANT WITH THE LAW?

Any collection, holding, management, use, etc. of information relating to the digital identity of
a natural person must comply with the guiding principles™® . What can we retain succinctly from
the main principles?

4.31. IDENTIFICATION OF A PURPOSE

Your organization must determine in advance the purposes for which digital identity data is col-
lected for processing. These purposes must be specific, explicit, legitimate, and lawful. Simply
put, each collection of identifying data must have a pre-determined purpose that is specific, ex-
plicit, legitimate, and lawful. For example, you collect the address of your customers to be able
to deliver the ordered products.

4.3.2. DATA MINIMIZATION

Your organization should only collect digital identity data that is adequate and relevant to the
purpose of the transaction. Data is relevant or adequate if it has a direct link to the purpose of
the processing. Identifying data collected must be accurate and, if necessary, updated. For exa-
mple, you avoid asking your customers for their driver's license number even though this could
have reduced the incidence of fraud.

4.3.3. SECURITY AND CONFIDENTIALITY

Your organization must take all necessary and appropriate technical, software and organizatio-
nal measures considering the purpose of each processing and the nature of the digital identity
data, to prevent its disclosure, unauthorized access, or loss, to ensure a high level of security. For
example, you encrypt customer databases to prevent a cyber attacker from stealing the infor-
mation they contain.

10 PIPEDA Fair Information Principles, Office of the Privacy Commissioner of Canada, https://www.priv.gc.ca/fr/sujets-lies-a-
la-protection-de-la-vie-privee/lois-sur-la-protection-des-renseignements-personnels-au-canada/la-loi-sur-la-
protection-des-renseignements-personnels-et-les-documents-electroniques-lprpde/p_principle/
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4.3.4. THE PRINCIPLE OF RESPONSIBILITY

Your organization must be mindful that it is responsible for the protection of the digital identity
information it collects or holds and, as a result, must always be able to demonstrate and docu-
ment that each use complies with the relevant legal framework. In other words, you must comply
with all legal obligations you have in collecting, using, managing, or otherwise using digital iden-
tity information within your organization. This includes implementing internal mechanisms and
procedures to demonstrate compliance. For example, when a customer information system is
changed, you ensure that a Privacy Impact Assessment (PIA) is performed and act proactively
when the risk is too great.

4.3.5. THE PRINCIPLE OF TRANSPARENCY

Your organization must inform the individual when it collects their digital identity. For example,
anindividual who has provided his or her payment information must check a consent box for you
to retain that information for future payment.

4.4, WHAT HAPPENS IF MY ORGANIZATION DOESN'T DO IT?

Failure to comply with the principles and obligations set out in section 4 may expose organiza-
tions to administrative monetary penalties or criminal prosecution, as well as to damages under
domestic and international privacy laws.

In Canada, a violation of the legal framework can result in penalties of up to $100,000 or
$25,000,000, whichever is greater, or 4% of worldwide sales for the previous fiscal year

At the European Union level, the General Data Protection Regulation (GDPR), which may apply
in Canada, provides that violation of the principles may result in an administrative fine of up to
€20 million or, in the case of an organization, up to 4% of the total worldwide turnover of the
previous financial year, whichever is greater.

In addition to these penalties under specific privacy laws, there is also the risk of non-compliance
with constitutional and quasi-constitutional principles of customer privacy, opening the door to
the risk of contraventions of laws from other areas of law, including Canadian criminal law, the
rules of civil liability, and the fundamental protections provided by the Charter of Human Rights
and Freedoms, exposing an organization to the laying of criminal charges or the payment of
damages as well as punitive damages.
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In protecting digital identity data, an organization must also consider business risks such as da-
mage to its reputation, the costs of mitigating issues arising from non-compliance or theft of
that data, and the loss of current or potential customers or employees who would no longer
want to be associated with the organization.

4.5. AS THE OWNER OF MY ORGANIZATION, AM | PERSONALLY
RESPONSIBLE FOR MEETING THESE LEGAL OBLIGATIONS?

Every person who operates an organization is responsible for protecting the digital identity
information of citizens held by that organization, and the person with the highest authority is
responsible for ensuring compliance with and implementation of the legal framework for pro-
tection. However, he or she may delegate this function in writing, in whole or in part, to a staff
member.

However, given the variety of models and the diversity of operations, it is not easy to draw a
picture of all the undesirable consequences™ that can result from poor identity management.
Some situations will require a high level of insurance™ and others less, which is why it is important
to conduct a rigorous analysis at regular intervals. An identity management policy®™ remains an
essential tool.

Furthermore, the mere fact of being the owner of an organization that collects or processes
elements that make up a user's digital identity does not make the owner personally liable for
the company's failure to comply with legal obligations. There are, however, certain situations
in which the contractor would be liable. For example, the owner may become personally liable
when he or she (1) acts as a director or officer or agent of the business and (2) directed or autho-
rized or consented to the performance of the act or omission that constitutes a violation by law.
In addition, in the case of a sole proprietorship or sole proprietorship, the owner-entrepreneur
retains responsibility for the obligations of the business. He or she is required to comply with the
above-mentioned legal obligations. Failure to do so may result in administrative monetary pe-
nalties, criminal penalties, or damages. In the case of a co-owner of a partnership, each partner
is personally liable for the debts of the partnership when his assets are insufficient to pay his de-
bts arising from administrative or penal sanctions or damages due to the failure to comply with
the legal obligations of the partnership.

T For an overview of examples of harm, see Appendix B of the Guideline on Defining Authentication Requirements: Guideline on
Defining Authentication Requirements - Canada.ca (tbs-sct.gc.ca)

12 For an overview, see the Identity Assurance Guideline: [dentity Assurance Guideline - Canada.ca (tbs-sct.gc.ca)

13 See the Government of Canada's Directive on Identity Management last amended July 1, 2019: Directive on Identity
Management- Canada.ca (tbs-sct.gc.ca)
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5. MANAGING THE DIGITAL IDENTITY ECOSYSTEM

5.1. HOW CAN | BE A RESPONSIBLE ORGANIZATION WHEN IT
COMES TO DIGITAL IDENTITY MANAGEMENT?

A responsible organization ensures that it manages the social, environmental, and economic
effects of its activities in a manner that is responsible and consistent with public expectations. It
ensures that it uses ethical, inclusive, environmentally sustainable, and socially acceptable prac-
tices. Ethical practices of interest with respect to digital identity include compliance with legal
principles (see section 4.3), security management (see section 5.7) and transparency. Inclusive
practices allow for a representation that is consistent with the reality of the individual, both in
terms of identity and preferences. Respect for the environment can prohibit the use of ener-
gy-consuming technologies. Finally, the acceptability of systems is described in section 5.2.

Attention must be paid to balancing the interests of an organization with those of its customers
and partners. Cost savings should not come at the expense of digital identity security, including
relationships with cloud service providers. In addition, mores and data security concerns are
rapidly evolving and your organization must stay on top of them. Finally, a proactive approach
is often preferable to a reactive one, thus avoiding costly patches.

5.2. HOW DO I CONSIDER THE SOCIAL ACCEPTABILITY OF THE
DIGITAL IDENTITY APPROACHES ADVOCATED BY MY COMPANY?

To ensure the success of a digital identity system and, more broadly, of an organization's digital
transformation, it is important not to ignore the issue of social acceptability, i.e., the degree of
agreement of the parties involved with respect to a project. In fact, a lack of social acceptability
canresultin alow level of use of the digital identity system, or even in strong opposition from the
parties involved, despite significant investments in the implementation and management of the
system. Beyond the loss of money, low social acceptability can result in low customer confidence
in your organization, culminating in a bad reputation. In addition, a lack of social acceptability
could result in additional financial costs for your organization, including project abandonment,
in addition to exposing you to social and legal challenges.
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It is appropriate to briefly discuss the elements that influence the risk that one of your projects
will not be socially acceptable. Among the elements influencing social acceptability, we note the
adequacy between the environment and the project, which translates into respect for values
(e.g., privacy concerns). Next, it is important to consider the clientele's perception of the pre-
sence and extent of benefits/damage, the level of risk, novelty, and uncertainty regarding the
project (e.g., perceived risks of privacy intrusions or leaks of personal information). Also, the
trust that customers have in an organization and their digital identity management is not to
be neglected if we want to ensure good social acceptability. Ultimately, these elements are in-
fluenced by the quality of the consultation process with the parties consulted. Often taken for
granted, social acceptability should not be neglected given the possible consequences of its ab-
sence, especially since it is never acquired and can be lost at any time.

5.3. WHAT TO DO WITH MY SUPPLIERS AND SUBCONTRACTORS?

Vendors and subcontractors who manage digital identities in partnership, or on behalf of an
organization, must abide by the same laws, rights, and obligations as the primary organization.
Since the final responsibility lies with the organization, it must monitor them closely. This should
be planned at the outset of the partnership and clarified in writing between the parties exchan-
ging information, as digital identity information can be made vulnerable through inadequate
security management. Measures should be identified and implemented to manage third-party
access to the information processing facilities that form the basis of the digital identity.

It is essential to clearly define the respective responsibilities and obligations. It is therefore ne-
cessary to ensure that the contractual clauses are exhaustive. Thus, in addition to the standard
clauses, it is necessary to ensure that the following are well defined

e theimplementation of appropriate security measures;
e compliance with certain policies and procedures of your organization;

e theright to be audited or to receive a document certifying compliance, such as
a System and Organization Controls 2 type 2 (SOC 2, type 2) report;

e mutual obligations of confidentiality, including all matters relating to digital identity and
personal information. These obligations limit access to confidential information to what is
strictly necessary, prohibit any disclosure to third parties, prohibit any secondary use, force
the secure deletion of confidential information at the end of the contract, affirm that any
leak will cause harm to the other organization, ensure that a confidentiality undertaking is
administered to its personnel who will have access to confidential information, etc.;

e the management of confidentiality incidents, in particular the notification period which
must be short (less than 48 hours if possible), the necessary collaboration between
organizations, the necessary escalation according to the severity of the incident, etc.;
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e the prescription of penalties;
e prior notification of any change in the location of confidential information;
e the non-abusive limitation of liability;

e the presence of adequate insurance coverage for cyber security, errors and omissions,
and civil liability.

It may be appropriate to validate the vendor's previous experiences to assess their level of orga-
nizational maturity in digital identity management.

5.4. WHAT ARE THE IMPLICATIONS IF | WANT TO SHARE
MY ORGANIZATION'S IDENTITY DATA?

The implications are notably of a legal and economic nature. Indeed, the communication or any
other form of availability of data in general and of personal information forming the digital
identity of citizens is a sensitive and sometimes complex issue. The best practices in this field,
whatever the form of processing envisaged, prescribe the strict protection of the fundamental
rights and freedoms of individuals regarding their personal information.

Simply put, if your organization plans or undertakes to disclose or make available digital identity
data, it must rigorously ensure that all data subjects' privacy rights are respected and that it
complies with its strict obligations as a privacy officer.

Failure to comply with these privacy requirements creates legal uncertainty within your organi-
zation and exposes it to various types of sanctions (see sections 5.4, 5.6 and 5.8); anything that
could negatively impact your organization's image and result in a loss of financial gain.

In the context of the single digital market, the intensification of the circulation and economic
valuation of information capital are recurrent to the point where we often see cases of mergers,
partnerships, or acquisitions of companies with their information capital. The question of the
resale of the data held by the company could then arise.

Particularly with respect to resale in such cases, the organization must be aware of the risk that
some information may reveal personal information, including digital identity information, so the
above best practices should be adopted as a matter of prudence, including the use of anonymi-
zation techniques depending on the sensitivity of the data.
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5.5. WHAT IS ADEQUATE CONSENT WHEN | PROVIDE DIGITAL
IDENTITY INFORMATION?

To the extent that personal information is involved, disclosure without the knowledge or consent
of the individual is limited to those exceptions set out in the legislation. An organization wishing
to resell such information would be well advised to ensure that individuals are able to consent to
the resale using plain language.To get a clearer picture of the scope of consent expectations, it
may be wise to review the findings of the Office of the Privacy Commissioner of Canada in the
joint investigation into Facebook Inc:

"71. For consent to be considered meaningful, organizations must inform individuals of their privacy
practices in a clear, comprehensive, and understandable manner. Disclosure should be timely, so
that users have relevant information and context to make an informed decision before their per-
sonal information is collected, used, or disclosed. As of June 2015, PIPEDA also provides that an
individual's consent is valid only if it is reasonable to expect the individual fo understand the nature,
purposes, and consequences of the collection, use, or disclosure of personal information to which
the individual has consented."

5.6. IS DATA SECURITY EXPENSIVE?

In the context of data processing, organizations have access to more and more ways to protect
themselves and their customers. The logic is simple: without data security, the organization will
face backlash from its customers, lawsuits, and a rapid decline in revenue. The question is not
if organizations will suffer a privacy incident, but when? Based on recent surveys of Canadian
businesses, cyber attacks affect more than one in four companies annually.®

Many measures require little or no technology and are cost-effective. Thus, policies related to
data confidentiality are the basis of the measures to be put in place. (see section 4.2). It is also
important to ensure that the organization's personnel are informed and trained on data confi-
dentiality (causes, risk behaviors, impacts). Finally, when dealing with suppliers, organizations
must ensure that contractual obligations are adequate (section 5.3). These measures allow for
a rapid increase in organizational maturity with respect to the protection of digital identities.

14 Office of the Privacy Commissioner of Canada, Joint investigation by the Office of the Privacy Commissioner of Canada and
the Office of the Information and Privacy Commissioner of British Columbia into Facebook, Inc, Report of Findings No.
2019-002, April 25, 2019.

15 See IT.Rends on https://info.novipro.com/en/it-trends
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For example, a web platform has been created by company X and sold to customer Y. The visi-
tor goes to the platform and enters identity data. This data will transit through the platform of
company X to be stored in the databases of customer Y. Company X must therefore specify inits
privacy policy and in the terms of use of the platform how the data is processed.

Finally, a firm specialized in cybersecurity will judiciously advise executives on the most appro-
priate measures considering their obligations, organizational structure, information systems
and market.

5.7. WHAT ARE THE MINIMUM SECURITY MEASURES MY
ORGANIZATION MUST HAVE IN PLACE TO ADEQUATELY
ENSURE DIGITAL IDENTITY PROTECTION?

Security safeguards cover several areas, including:

e Documentation of principles, roles, responsibilities, obligations, penalties and waivers
in policies;

e Development of procedures to ensure repeatability of sensitive activities;

e Access management to systems managing digital identity;

e Protection of the organization's devices and networks, including antivirus and firewalls;

e Systems monitoring and proactive detection of abnormal situations;

e Keeping information assets up to date, especially those containing confidential
information.

These measures must be adapted to the redlity of each organization and its environment. They
evolve with the rhythm of technologies, best practices, threats, etc. Hence, it is important to
follow the governmental recommendations at least®.

16 Basic Cybersecurity Controls for Small and Medium Organizations, Canadian Centre for Cybersecurity, https://cyber.gc.ca/fr/
orientation/controles-de-cybersecurite-de-base-pour-les-petites-et-moyennes-organisations

GUIDE D’'ENCADREMENT SECURITAIRE DE L'IDENTITE NUMERIQUE



[ J
( Université de
G rl @9 Sherbrooke

5.8. DOES MY ORGANIZATION REMAIN ACCOUNTABLE FOR
COMPLIANCE WITH DIGITAL IDENTITY PROTECTION
OBLIGATIONS WHEN USING CLOUD COMPUTING?

Organizations are always responsible for the protection of their digital identities, whether they
are kept inside or outside their walls, whether they are managed by employees, contractors, or
external firms. This responsibility is fundamental, especially for the people who do business with
or work for the organization. In addition, the organization's leaders remain responsible for the
proportionality and adequacy of the safeguards that are put in place.

This means that an organization is required to act in the best interests of its customers, with care
and diligence, even when outsourcing the management of its customers' personal information.
The organizationis also required to act in accordance with best practices. European Union law is
even more specific on this point: an outsourcing contract must be concluded between the orga-
nization and the service provider to whom the processing of personal information is delegated.
Therefore, any person who suffers damage because of unlawful, improper, or unreasonable
processing of digital identity information is entitled to obtain compensation from the organiza-
tion and its subcontractors for the damage suffered. It should be noted that the subcontractor
is only liable for the damage caused by the unlawful processing if it has not complied with its
specific obligations under the subcontracting agreement or if it has acted outside or contrary to
the authorized instructions of the organization.

6. BENEFITS FOR MY ORGANIZATION

6.1. WHAT BENEFITS CAN | EXPECT FOR MY ORGANIZATION?

Any action to improve the management of digital identity data is also an opportunity to increase
your organization's digital maturity and, when properly executed, can yield positive benefits.
This is especially true for organizations transacting online, reducing the time, cost, and errors
associated with identifying individuals. In addition, a digital identity system makes it easier to
verify the digital identity of your customers by recognizing forgeries and fraudulent uses. For
example, your organization could detect individuals using another person's identity to use its
services, such as using a subscription to an online digital service or gym.
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Implementing recognized practices can also improve your brand image and customer confi-
dence. With growing public awareness, organizations that demonstrate a superior ability to
adequately protect and manage digital identity will gain public trust and reduce barriers to the
use of their digital services.

Finally, formal digital identity management can protect your organization from online fraud in
today's booming digital economy or reduce the risk of incidents and associated economic losses.

6.2. AND FOR MY CLIENTELE

There are three broad categories of benefits that the implementation of a large-scale digital
identity system could bring to customers and the public. On the one hand, it could provide a
smoother and simpler customer experience than many current digital identities allow. For exa-
mple, this could mean fewer passwords to remember, as well as the use of the same digital iden-
tity for various services, both online and offline. On the other hand, it also has the potential to
increase the financial inclusion of the population. This translates into greater ease of obtaining
online identification documents for people who do not have traditional identification documents
(e.g., driver's license) and therefore, become more integrated into the digital economy and be-
come potential customers. Finally, this digital identity could provide a digital environment in
which customers have more confidence.

6.3. WHAT ABOUT MY STAFF?

The implementation of an identity system translates into a more fluid, and more efficient use of
the organization's systems. Information will be better managed which will facilitate value crea-
tion. A sense of pride, even belonging, should emerge among the personnel. In a context where
recruitment of the workforce is increasingly difficult, responsible management of staff digital
identities can be an asset in recruiting people who are sensitive to these ethical and legal consi-
derations. A dedicated and responsive workforce can only be an asset to an organization that
manages digital identities, fostering the development of the right behaviors by employees, and
reducing the risk of privacy incidents.

GUIDE D’'ENCADREMENT SECURITAIRE DE L'IDENTITE NUMERIQUE

30



[ J
Université de
G rl (@?, Sherbrooke

7. IN SUMMARY

7.1. THAT'S A LOT! IN SUMMARY, ON ONE PAGE, WHAT DO | NEED
TO REMEMBER?

Digital identity is made up of all the data that identifies a person. The federal and provincial go-
vernments understand the importance and sensitivity of this data and are rapidly enacting new
laws and regulations to govern its management. New legislation has brought about obligations
to protect this data for all Canadian organizations, regardless of their sector of activity or size.

Digital identities affect all groups in an organization's ecosystem: customers, employees,
partners. They concern personal information, their interactions, and the result of secondary
analysis of these interactions. They serve to establish trust between parties and must be actively
managed.

The management of digital identities is based on various laws and regulations that affect all bu-
siness activities, but also on general governance principles applied to the responsible manage-
ment of information technologies. A wise manager must be aware of these principles, integrate
them into his daily activities and monitor their respect and compliance over time.

Organizational leaders and boards of directors are responsible for sound governance of digital
identity data management. They must oversee the risk and help leverage the benefits.

Failure to protect digital identity data can result in numerous consequences that directly affect
an organization's prosperity, including fines, financial loss, temporary inability to continue bu-
siness operations, and reputational loss. To mitigate this risk, an organization must educate all
its employees on how to behave safely and wisely, identify digital identity data, and protect it
with practices that are appropriate to their context and comply with current and future laws
and regulations.

Digital identity data protection compliance will enable an organization to operate in the Ca-
nadian and international business ecosystem in a competitive and sustainable manner. It will
contribute to its recognition as a responsible, respectful, and trusted organization. Ultimately,
the economic, social, and environmental benefits will be significant for organizations and Cana-
dian society.
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7.2. | WANT TO LEARN MORE; DO YOU HAVE ANY RESOURCES

TO SHARE WITH ME?

Digital identity data management is developing rapidly in Canada. It can be useful to keep an
eye on the different aspects of the field. Here are some resources that may be useful for orga-
nizations operating domestically and internationally. A much more detailed list of information
sources is presented at the end of this book for organizations wishing to develop a detailed un-
derstanding of the field.

DEMYSTIFYING DIGITAL IDENTITY

Can | see your (digital) ID? [Government of Canadal
Digital identity of citizens [Deloitte].

Quebec Digital Identity Service (in development) [Government of Quebec] and
[Government of Quebec].

REGULATORY RESOURCES

European Union General Data Protection Regulation (GDPR) [Government of Canada]
Bill C-11 [Government of Canadal.

DIGITAL IDENTITY DATA MANAGEMENT

IDLab the digital identity laboratory [idlab.org]
Digital Identification and Authentication Council of Canada [diacc.ca]

Emerging Economy Series: Digital Identity as the New Policy Frontier
[Government of Canadal
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